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MEASUREMENT
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Sources: ITRC, H1 2026 Data Breach Report (2026-07-22). ER294 IEALTOUNER R AR H TEEt.
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HYPOTHESIS

ADREZEC LEDITTREGEL, EL>EOEFHEIR M:

AnthropicMEREBTR-DIE. HiIF LKL VYBFERBEOEMETZ >1=,

Attacker ROI

Recon
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S1EHE=YaR ML

Source Anthropic, Countering misuse of Al: September 2026 — “the economics

Payoff — ( Recon

Exploit Dev

PoC{ERL % JE fE
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of the attacks have changed”
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CAPABILITY SHIFT
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ExploitBench
(v8)

149
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LIBIDETILTIE. T DIKEMDend-to-end exploitl&IFIF0%7T= - 1-

Source Anthropic, GLM-5.3 and the spread of advanced cyber capabilities (2026-09-29)
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2026 AUTUMN / THREAT INTELLIGENCE

PROCESS

FlashETJL

ADEE $9205
ETILDIEZE SHEMH
o 2R A% EEH

o PACO) {R & % [a] 3¢

BT OMBERE

HREDERIEBREM
HBRIE—DDER

COST )

APIE (i &

$20.40

* ZhipuDAPITIHE THE
s NEBIREIFEELHL

s EWEDEMTIIEL

WREROETILFI AR
REIETIILCBEE

4A



PATCH GAP COLLAPSE
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PATCH / DISCLOSURE
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Mandiant mean TTE Mythos Preview 8FZ$B M working exploit
(BRI SN I-Hz5EEEE) Ex %) M Firefox exploit

weeks / months

Ry FRHTHLEZS] ERATILEL, AFREERM SexploitiiZ TEIK BDENH S,

Source Anthropic, Measuring LLMs’ impact on N-day exploits (2026-06-08) / Google M-Trends 2026
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REAL-WORLD USE
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Process
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Sources Anthropic, Countering misuse of Al: September 2026 / Google GTIG, Al Threat Tracker (2026-09-08)
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REAL-WORLD ATTACK
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GLOBAL CASES

BNEFIX. &KLY TARA] & TT7—42%HR] TRS

IANKDREMH, AE - records = actorclaimMVEE 5716, BSEE I HERR TEET S,

Selected exposure scale

people / records — log10 scale

Vietnam APIS

Aesto Health

CenterPoint*

AdaptHealth

DoD / DMDC

DC Medicaid

Trezor / ShipMonk

Sources: Aesto Health/HHS; CenterPoint SEC 8-K; AdaptHealth; DoD/Federal News; Trezor; DC DHCF; APIS reporting. *CenterPoint 7.5M is actor claim; company confirmed only some customer data.

I N N .
EXPOSURE
I N
I I B
CLAIMED COUNT

I .
I

EXPOSURE
I

1075 1076 1017 1078

RC NFER] TH., AARADLZYES

VULN / EXPOSED SYSTEM

FBlJobs / PeopleSoft
DMDC file-sharing vuln

IDENTITY / SOCIAL

AdaptHealth contractor
Revolut fake gov request
DriveWealth social engineering

THIRD PARTY / DATA GRAVITY

Aesto healthcare archive
Trezor - ShipMonk

MISCONFIGURATION

Vietnam APIS / DC Medicaid
- malicious access R FEFR T L &K

REERIL T ¢, PeopleSoftiZMandiantht
UNC6240 / ShinyHuntersIZI)&E.Berlin /
RhysidaZ: & Idactor claim. 2= ALE & IXRHE
LYo



CASE STUDY — JAPAN
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v
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Z DA< exploit
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SECOND-ORDER RISK
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OPERATIONS

Shopserve
8.85M records

o EIHEH ID/PW
e A —)JL ID/PW

e FTP ID/PW

- downstream compromise
BEC / ECEX & A / credential reuse

Source EX k7 — /Helpfeel / FEL\H T Kt NF
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DERIVED DATA
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GYAZO SECOND REPORT
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WHAT Al CHANGES
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AI-assisted attack cost

Target volume / long tail —

Source Anthropic: “previously marginal targets viable” / unique & obscure configurations become exploitable
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DEFENSE MODEL
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PRIORITIZATION
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TOMORROW MORNING
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TAKEAWAY
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ASIE programZE1T / exfil
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asset discovery / exploit adaptation

vuln research / exploit dev / data processing

mass scan / exploit adaptation

N-day weaponization / mass scan

data processing / follow-on credential abuse

stolen-context processing / phishing generation

unknown — attribution 4~ A]

X TEfERM] (X, TOIRZATHRELOT VLD, EREETAFERZERELZEVSBERTIELGL,
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OBSERVATION
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https://www.digital.go.jp/press/5fc99139-a4e2-4b7b-8b0c-d475e926143f
https://www.digital.go.jp/press/5fc99139-a4e2-4b7b-8b0c-d475e926143f
https://www.digital.go.jp/press/5fc99139-a4e2-4b7b-8b0c-d475e926143f
https://www.digital.go.jp/press/5fc99139-a4e2-4b7b-8b0c-d475e926143f

APPENDIX / VALIDATION

Vietnam APIS

CenterPoint

FBlJobs

Microsoft / ExfilSquad

98 [2#R3

fmk

9/14 SECRR

9/22 A%

l9R ] TIE7ZLy

F R (%2026/6

98 [Zpost % FR4N0

PeopleSoft campaign &

#HfclaimlL7/25-26

Examples cross-checked against first-party notices, regulatory filings, Reuters/TechCrunch/Federal News, and vendor statements as of 2026-10-03.

220.8M exposure
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IR EINT=) & TRUZBASNT=] [FAI, actorclaim® BIDIEE THD,

CASE LISTCORAA B R 5 DHIE feETESCL R

Aesto Health 9/1E8129.54MM A 1R 1k 25 (£2025/12 HHITHHSE THERR NRER 2 MOFHREA

EA - RARRER

7.5MlZactorfBl| ® E 3§

2-3TBlXactorf8l D £ 3k
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APPENDIX / OVERSEAS 1/3

BNEHIL, T

FH - £5k - B&

CONFIRMED / CLAIM / EXPOSUREZEE 7R LY, HEMA L TH., HEBERBIAEEL LET,

DATE

09/01

09/01

09/01-10

09/04-11

09/03-04

09/07

Attribution: [A] vendor /

ORG

Aesto Health

Novocure

Nutex Health

Florida DMV DAVID

Berlin State

Condé Nast

SCALE

9.54M people

1.4K IDs + <50 PII

HHRFEE

~200K claim

5.7TB claim

32.8M listed

VECTOR / OBSERVATION

AWSBEADTET VR (AQFEAR)

—EMER AT LISRET 2R

data theft + ransomware / extortion

stolen police credential / personal device

ransomware / data theft

database sale; root cause RFEE

TIFEE [B] REHEEE + actor claim [C] actor claimD & [U] 2ABAIRE7Z: L. FBllobslEactor claim. PeopleSoft campaign B {f&l&Mandiant/&/&

STTHERS

ACTOR / ATTRIB.

Unknown [U]

ShinyHunters [B]

The Gentlemen [B]

ShinyHunters [B]

Rhysida [B]

Unknown [U]

STATUS

CONFIRMED

CONFIRMED

CONFIRMED

VECTOR CONFIRMED

INCIDENT CONFIRMED

SAMPLE GENUINE?

SOURCE

aestohealth.com / HHS

Novocure / SEC / DLS claim

SEC / The Record

FLHSMV / DLS claim

Berlin / Reuters

sample verification



APPENDIX / OVERSEAS 2/3

BNEHIL, T

CONFIRMED / CLAIM / EXPOSURE & B H %5 LY,

DATE

09/18%R:&

09/14

09/09

09/12-16

09/22-29

09/24

Attribution: [A] vendor / TI&]

ORG

Vietnam APIS

CenterPoint Energy

AdaptHealth

Revolut

FBlJobs / PeopleSoft

DriveWealth

|

[B] 2= HEZR + actor claim [C] actor claim® & [U] ABHIREL L

SCALE

220.8M records

7.5M claim

4.116M people

~680 customers

2-3TB claim

countIE AT

FH - £5k - B&

BT TH,

BERBNAEELG KT,

VECTOR / OBSERVATION

misconfig + default credentials

external-facing system” 5 FEZ1H R

contractor social engineering - cloud/EHR

AT AFH#EBE D data request / process abuse

PeopleSoft exploitation, scoped®—EBl&claim

social engineering - customer data

FBlJobslZactor claim, PeopleSoft campaign B {&(EMandianti®/E

STTHERS

ACTOR / ATTRIB.

None / Unknown [U]

Unknown [U]

ShinyHunters [B]

Unknown [U]

UNC6240 / ShinyHunters [A/B]

Unknown [U]

STATUS

EXPOSURE

PARTIAL CONFIRM

CONFIRMED

CONFIRMED

BREACH CONFIRMED

CONFIRMED

SOURCE

research reporting

SEC / Reuters

breach notice / reporting

Revolut / TechCrunch

Mandiant / Reuters

DriveWealth / partners



APPENDIX / OVERSEAS 3/3

BNEHIL, T

FH - £5k - B&

CONFIRMED / CLAIM / EXPOSUREZEE 7R LY, HEMA L TH., HEBERBIAEEL LET,

DATE

09/26

09/18 notice

09/28

09/30

09/04 update

07/25-26

Attribution: [A] vendor / TI&]

ORG

ATNS (South Africa)

DoD DMDC

DC Medicaid / DHCF

FTAPI

Trezor via ShipMonk

Microsoft

|

[B] 2= HEZR + actor claim [C] actor claim® & [U] ABHIREL L

SCALE

count3F AT

3.054M total

399,086

countIF AT

80,689 customers

130GB / ~8M claim

VECTOR / OBSERVATION

ransomware-linked malware / possible exfil

file-sharing vulnerability / unencrypted PlI

/A BfireportMhidden-fields exposure

internal server~~(ransomware

Metabase exploit + BET—42 &#F

Power Pages/D365 exposureiit, AT KD

FBlJobslZactor claim, PeopleSoft campaign B {&(EMandianti®/E

STTHERS

ACTOR / ATTRIB.

Unknown [U]

Unknown [U]

None / Unknown [U]

The Gentlemen [B]

ShinyHunters [B]

ExfilSquad [C]

STATUS

INVESTIGATING

CONFIRMED

EXPOSURE

CONFIRMED

CONFIRMED

CLAIM ONLY

SOURCE

ATNS / Dark Reading

DoD / Federal News

DHCF / HHS

FTAPI / Heise / DLS

Trezor / extortion emails

actor claim / reporting



APPENDIX / SOURCES

BHAEHIL, DREMRL]

RRTITIURLZIEMEREE. EFAONIE, ARERK - RELBERBET 5,

Aesto Health

Berlin

CenterPoint

Revolut

DriveWealth

aestohealth.com/notice-of-data-security-incident-12-18-25/

berlin.de/rbmskzl/aktuelles/pressemitteilungen/2026/...

SEC Form 8-K, 2026-09-14

TechCrunch 2026-09-12 / Euronews 2026-09-16

legal.drivewealth.com/cyber-response-us

Note: REH - #4518 - ARBIFH T 1 —IL FTEET 5,

Trezor

DoD / DMDC

FBI / PeopleSoft

ITRC statistics

Anthropic

RAlLBmE—RFERE LTES

trezor.io/blog/news/recent-customer-data-exposed-in-shipping-provider-incident

Federal News Network 2026-09-28 / TechCrunch 2026-09-30

Reuters 2026-09-23, 09-26, 09-29 / Google Mandiant

idtheftcenter.org — H1 2026 Data Breach Report

anthropic.com/research/glm-5-3... / threat-intelligence-report-september-2026



APPENDIX / ATTRIBUTION

HEERRE. REEOHEHRLFIINDOEETEREYT S

DIStEE T TIRBZHEE T . N EDRUTRE LD EET,

/A VENDOR / TIH &R \ /B BE LR + ACTOR CLAIM \ /C ACTOR CLAIM® & \ /U SLRRRG L \

PeopleSoft mass exploitation Novocure / Florida DMV / Berlin Microsoft Aesto / CenterPoint / Revolut
Nutex / FTAPI / ShipMonk DriveWealth / ATNS / DMDC %
UNC6240 / ShinyHunters ShinyHunters / Rhysida / ExfilSquad Unknown

The Gentlemen

Mandiant / GTIGA campaign Z I&/& RE LM FH, actor[EDLS - EPBclaim A DbreachfERHT, EsRE L THEITREF I | Zcluster~NFE ALY

\_ AN N RN /

SE% : FBlobs® [PeopleSoftf#H | [LShinyHuntersH B D X5k, Mandiant N SEE TR L TLVSDI(E. CVE-2026-35273% {§ - =PeopleSoft mass-exploitation campaign,

Sources Google Mandiant/GTIG (2026-06-11, 2026-09-25); Reuters (2026-08-28, 09-26, 09-29); FBI (2026-09-29); victim disclosures + DLS claim reporting.
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